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CONFIDENTIALITY UNDERTAKING

TO:		THE REGIONAL MUNICIPALITY OF YORK (the “Region”)

WHEREAS the undersigned, (NAME OF CORPORATION) (“SHORTFORM”), intends to enter into confidential discussions regarding DL PROJECT NO. (the “Work”).  

AND WHEREAS in the course of carrying out the Work, SHORTFORM has received or may receive, regardless of how communicated or delivered, mapping, documents, records, reports, data, correspondence, transmissions, materials and information, including without limitation, feasibility studies and other reports concerning the (individually or collectively, the “Records”).  For the purposes of this Undertaking, “Records” are restricted to those which are relevant for SHORTFORM’s purposes in carrying out the Work.

NOW THEREFORE, SHORTFORM acknowledges and agrees as follows:

1. That in the course of performing the Work, the Records received by SHORTFORM and/or reviewed by it with respect to the Work described in the recital above and any part thereof or information derived therefrom, are the sole and exclusive property of the Region.

2. That the Records that will be provided to SHORTFORM and/or reviewed by it in the course of performing the Work, and any part thereof or information derived therefrom, may contain Confidential Information, as hereinafter defined.

3. The Region acknowledges that SHORTFORM may retain other consultants, subcontractors or independent contractors (collectively the “Contractors”) in the delivery of the Work. SHORTFORM may disclose the Confidential Information to the Contractors who have a need-to-know such Confidential Information in connection with the Work, provided that such Contractors have obligations of confidentiality with SHORTFORM.

4. “Confidential Information” in this Undertaking:

(a) Comprises, subject to paragraph (b), all or part of the following information: (i) information that is identified by the Region in writing to SHORTFORM to be of a confidential nature, regardless of whether it is identified as confidential or not, and whether recorded or not, however fixed, stored, expressed or embodied, which comes to the knowledge, possession or control of SHORTFORM, its personnel or persons for whom it is responsible at law, including all information to be transmitted, converted, recovered, stored or processed in relation to or on any network, computer system and electronic device, (ii) any information which is designated by the Region from time to time, or which a reasonable person, having regard to the circumstances, would regard as sensitive, and includes personal information as defined in the Municipal Freedom of Information and Protection of Privacy Act (Ontario), the Freedom of Information and Protection of Privacy Act (Ontario) or other applicable legislation and further includes personal health information as defined in the Personal Health Information Protection of Privacy Act, 2004 (Ontario) about an identifiable individual.  For greater certainty, any information coming within clause (i) or (ii) above shall be deemed to be Confidential Information of the Region, whether the information belongs to the Region, or to any third party who has provided the information to the Region in confidence.

(b) Does not include:

(i) information that has been published or that has otherwise entered the public domain without a breach of this Undertaking or any other agreement between SHORTFORM and the Region, and without a breach of any agreement or other obligation with respect to confidentiality between SHORTFORM and a third party or between the Region and a third party;
(ii) information that has been received in good faith by SHORTFORM from a third party having legitimate possession of the information disclosed and the right to make the disclosure without any obligation of confidentiality;
(iii) information that was already in SHORTFORM’s possession or was known to SHORTFORM before its disclosure by the Region, or before it was otherwise obtained by SHORTFORM in connection with the Work without any obligation of confidentiality attached;
(iv) information that has been disclosed by SHORTFORM with the prior written consent of the Region under circumstances where the disclosure is permitted without any obligation of confidentiality being attached; and
(v) information that is independently developed by SHORTFORM without a breach of confidentiality under this Undertaking or any agreement.

5. That SHORTFORM shall not at any time before, during or after the completion of the Work, publish, disclose, release, transfer or permit the publication, disclosure, release or transfer (“Release”) of the Confidential Information, any part thereof or any information derived therefrom, to any person, organization or entity, except where the Region expressly permits the release thereof in writing prior to the release occurring, or except where the Release is required by law as per Section 6 of this Undertaking or is otherwise permitted pursuant to Section 3 of this Undertaking.  The Region acknowledges that SHORTFORM cannot control the subsequent Release of information once provided to a third party in accordance with Section 6.

6. If SHORTFORM, or any of its officers, employees and others under its control having a need to receive the Confidential Information for purposes of rendering the Work, is requested pursuant to, or required by, applicable law or legal or regulatory process to disclose any Confidential Information, SHORTFORM may make such disclosure but must first provide the Region with prompt notice of such request or requirement, unless notice is prohibited by law or is impractical, in order to enable the Region to seek an appropriate protective order or other remedy or to waive compliance with the terms of this Undertaking or both.  SHORTFORM will not oppose any action by the Region to seek such a protective order or other remedy.  If, failing the obtaining of a protective order or other remedy by the Region on a timely basis, such disclosure is required, SHORTFORM will use reasonable efforts to ensure that the disclosure will be afforded confidential treatment.  In no event will SHORTFORM be liable for loss of profits, indirect, consequential, punitive, special and incidental damages arising from a breach of its officers, employees and others under its control of obligation under this Undertaking.

7. That SHORTFORM shall prevent the unauthorized duplication or Release of the Confidential Information, any part thereof or any information derived therefrom.

8. That SHORTFORM will use the same care to avoid the Release of the Confidential Information as it uses with its own similar confidential information which it does not wish to Release but such standard of care shall not be less than a reasonable standard of care.

9. That SHORTFORM will follow their own administrative, technical and physical safeguards and practices to ensure the security and confidentiality of the Confidential Information.

10. That SHORTFORM will restrict dissemination of the Confidential Information, any part thereof or any information derived therefrom, to those officers, employees and others under its control having a need to receive the Confidential Information for purposes of rendering the Work. In the event SHORTFORM receives Confidential Information that is subject to legal privilege (Records clearly and legibly marked “Privileged and Confidential”), such Confidential Information is to be kept separate from other Records in folders marked “Privileged and Confidential” and SHORTFORM will only Release such Confidential Information to its officers and employees on a strict “need to know” basis with the prior written consent of the Region.

11. That other than as SHORTFORM requires for purposes of completing the Work and making the Confidential Information available to its Contractors or for its internal records, SHORTFORM will not make or authorize to be made any copies of the Confidential Information, any part thereof or any information derived therefrom, unless SHORTFORM obtains the prior written consent of the Region which may be withheld by the Region in its discretion or which may be given subject to such conditions as the Region may impose.

12. That upon completion of the Work and upon the request of the Region, SHORTFORM shall, as soon as practicable and in accordance with SHORTFORM’s practice, destroy all Confidential Information in its possession or under its control including without limitation, Confidential Information contained on, its servers, back-up tapes, except for automatically-generated back- up copies which are not readily accessible, personal message devices (e.g., Blackberry phones, iPhones, smart phones, etc.), laptops, personal computers and other electronic devices (collectively, “storage devices”) and shall provide written certification to the Region of the destruction of same.  Notwithstanding the foregoing, Confidential Information provided that relates to and/or impacts SHORTFORM’s Work and/or assets, will form a part of SHORTFORM’s records and cannot be destroyed, save as determined by SHORTFORM.

13. That SHORTFORM will only be authorized to access the Confidential Information, any part thereof or any information derived therefrom, under the conditions described in this Undertaking.

14. That SHORTFORM will immediately notify the Region in the event of any breach or potential breach of the provisions of this Undertaking and will provide a written report detailing the breach and any and all mitigation undertaken in this respect.

15. No amendment, modification or discharge of this Undertaking, and no waiver hereunder, will be valid or binding unless agreed to in writing by authorized representatives of SHORTFORM and the Region.

16. This Undertaking binds the successors and permitted assigns of SHORTFORM.

17. The term of this Undertaking is six (6) years from the date of the execution of this Undertaking provided however that, the obligations set forth in Sections 3, 4(a), 4(b) and 12 above, shall survive the expiration of this Undertaking.

18. That SHORTFORM, and the individual(s) executing this Undertaking on behalf of SHORTFORM, has full corporate power and capacity to execute this Undertaking.


BY SIGNING THIS UNDERTAKING I/WE ACKNOWLEDGE THAT I/WE HAVE READ, UNDERSTOOD AND AGREED TO THE ABOVE UNDERTAKING.


DATED this ______ day of __ _________, 20__.
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	Name:  
Title:


	
	
	
	I/We have authority to bind the Corporation
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